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Low disk space

You're running out of space on this PC. M
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Aw, Snap!

Something went wrong while displaying this webpage.

Error code:

Learn m

Out of Memory
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Why Are Memory
Leaks Critical in the
SPA Architecture?



Multi Page Application Architecture
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Unintentional references
will keep piling up!
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This page is never refreshed... Framework

View 1

On user interactions

’ Ob@ |
( Object 2 \
( Object 1
( Object 3

I~

™ <template 1> )4

View switching without

/

kk reload

\ (Angular/React/Vue..)

Single .html file

<template 2> )4

{i}

4

N

No reload required

)

HTTP Request
for initial page
load

</>

_——

AJAX Request for
page transition

Server

Database &
Business
Logic




JavaScript Devs Can't Rely on Garbage
Collectors




Garbage Collection in JS (Mark and Sweep)
Reachability from Root

View 1 (Inside Heap)
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Garbage Collection in JS (Mark and Sweep)
Reachability from Root

View 2 (Inside Heap)
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Garbage Collection in JS (Mark and Sweep)
Reachability from Root

Unused objects marked as alive
_ _ and will not be GC'ed, due to
View 2 (Inside He reachability from GC root
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Garbage Collection in JS (Mark and Sweep)
Reachability from Root

View 2 (Inside Heap)
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Garbage Collection in JS (Mark and Sweep)
Reachability from Root

View 3 (Inside Heap)

Lingering unwanted objects will
keep gobbling up available space
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Case in Point

constructor(props: SidePaneProps) {

super(props);

-tln-:- PO SN SN

[ Reachable from root ]s.plugins[@],

"o

window.addEventListener('hashchange', this.updateStateFromHash);

}
componentDidMount () {
this.updateStateFroml
}
Mem
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window.addEventListener('hashchange', this.updateStateFromHash);

componentDidMount () {
this.updateStateFromHash();

}

componentWillUnmount () {
window. removeEventListener('hashchange', this.updateStateFromHash);




Leak Detection in JS
Automation Efforts (2015-2022)

2015. Memlnsight [3] Reports stale objects, by
computing object lifetimes.

2016. LeakSpot [4] Reports all allocation and
reference sites of leaked objects.

2018. BlLeak [5] Identifies and reports leaked
objects by running the website in a headless
browser.

2022. Memlab [7] Reports retainer traces of leaked
objects by running the website in a headless
browser.




The Problem With Automated Detection Tools

Meminsight > t Based on staleness criteria + report leak-related

LeakSpot data rather than actual leak locations
Bleak » [ Require manually-written scenario file ]
Memlab
Bleak —} [ Takes at least 10 mins to execute ]

’ Reported retainer traces contain metadata and internal
Memlab [ objects, making root cause detection arduous J
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State of the Art

e Manual diagnosis via heap snapshots

e Three snapshot technique
e First introduced by Gmail team in 2012
e Detecting root cause can be laborious and inaccurate

& dal Elements  Console  Sources  Network  Performance ~ Memory  Application  Security Lighthouse - EES
LI | Summary ¥ Class filter Objects allocated between Snapshot 4 and Snapshot 5 ¥
Constructor Distance _ Shallow Size Retained Size
Profiles e L e
N — > system / Context <213 7 7504 0% 63444
> Object <473 - 13848 0% 56876 1%
ik »Amay 23 - 4032 0 49452 1%
= Sy » (compiled code) 173 7 24548 0% 36408 1%
i) 74140 » EventContainer «23 16 552 20948 0%
_Js,wpsms Sae TApp <2 15 104 0% 19560
%) 7.1M8 » App 81333429 16 52 0% 12072 0%
»App 61338011 15 52 0% 7488 0%
» Detached SVGGElement »5 8 1428 0% 16880
> (regexp) <6 8 168 0% 15600
> TabControl 23 52 12560
Retainers
Object Distance | Shallow Size Retained Size
v _parent in App @1334011 fpp.ts:323 15 52 0% 7488 0% |
vApp in system / Context €1339915 14 52 0% 500 09
vcontext in () @1340279 O Breadcrumb. js:10 13 2 0% 52
vhandler in Object @1339551 O] 2 “4 0% %
vle] in Array 61338763 OO " 6 0% 208 0%
welick in Object @1338761 O 10 8 0% 26
vevents in Object @1335271 O 9 28 0% 264 0
v jouery: in Detached HTMLDiVElement (1333255 [ = 8 8 0% 364
v[577] in InternalNode 6290857536 O 7 o 0% 8 0
v[3] in Internalliode 6192387840 0O 6 0 0% 8
v[1] in Internallode 6542159616 O1 5 0 0% 4
v[3] in Internalliode 6192393984 O 4 o 0% 8
v[1] in Internallode @189595520 1 3 0 0% 0
v[5] in window 6101453 O 2 2 0% 1360 0%
» global_proxy in Window / localhost:8080 G1140551 O 1 % 0% 74152
» <symbol> in Window / localhost:8080 61140551 1 1 % 0% 74152
> globalThis in Window / localhost:8080 £1140551 [ 1 36 0% 74152




What we need is...

A change of
perspective




Proactive
Approach

Based on fix patterns [1].

[1] D. Kim, J. Nam, J. Song, and S. Kim, “Automatic Patch Generation Learned from
Human-written Patches,” in Proceedings of the 2013 International Conference on Software
Engineering, in ICSE ’13. Piscataway, NJ, USA: IEEE Press, 2013, pp. 802—-811.

Reaetive

Proactive

Fix first without detection.

Patches that are simple,
and

Enable repairs before fault
localization.

Avoiding detection step is a
huge advantage.
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eakPair




Leak Pattern Mining

e Search targets: GitHub and Stack Overflow.

e Reported at least 5 times.
e Acknowledged by at least 2 developers.

e Replicable and testable.




Fix Pattern Mining

e Stack Overflow answers accepted at least
in 2 posts.

e GitHub commits merged in at least 2
different projects.

e Verified by comparing memory footprints
before and after.




4 | eaks and
(Corresponding) Fix
Patterns



1. Uncleared Timing Events (setTimeout and setinterval)

If component unmounts before time, these events will still execute,

retaining references of all enclosing objects.

Leak Pattern

Fix Pattern

setTimeOut(() => {...})

Other leak patterns

2. Unreleased subscription
3. Unremoved event listener
4. Uncanceled animation frame request

}

setTimeOut(() => {...})
timeOutID = setTimeOut(() =>{...})

destructorMethodDeclaration() {

clearTimeOut(timeOutID)
}

24



Applying Fix Patterns

—_— ~ | Match
/
“‘ found?
SPA project  Identify JSfile(s)  Transform to AST Find leak pattern
matches
|
60 ngOnDestroy(): void {
ClassMethod(path) 4GM +  this._destroy$.next();
path.get('body") 62 )
path.get('body") + this._destroy$.complete();
} 63 this.authSubscription.unsubscribe();
64 }
// [ ]
}

" >
=1 —@
Yes/ q —

Apply fix to Convert back
AST to source

1('before')));
after')));



EVALUATION




Research Questions ?

RQ1. Effectiveness How effective is the toolat | @l
minimizing memory leaks?

— s

RQ2. Acceptance How useful are generated patches,
as perceived by developers?

RQ3. Correctness What is the impact of our tool on
test suite execution results?
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Subjects

10 open source SPA projects with already known

memory leaks: Microsoft's Rooster, Fundamental Library for
Angular, Material Ul...

10 projects with unfound leaks at the time of

evaluation: Angular Extentions Elements,
react-multi-carousel, ngx-bootstrap...

Known leaks Leaks already detected and fixed by developers.
Unknown leaks Leaks developers were not aware of.




Effectiveness Evaluation (RQ 1)

i — .3 “0g A o
</> v @ — 0 1/ \ ﬁ / ¢ ) 4 4
SPA subject  Scenario file  Runthe SPA Execute Memlab  Note memory Execute LeakPair Note memory
(10 Loops) Subject (10 Iterations) footprints footprints again

o
1 X Click on run button ——» th @ O @ Y Q

B my-first-react t site - 'bobbyhadz.com'

console.log(site)

OUTPUT - Code v % 6

node "/home/borislav/Desktop/
bobbyhadz-rest/bobbyhadz-vscode/index.js"
bobbyhadz.com
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Effectiveness Evaluation (RQ 1)

SPA subject  Scenario file  Runthe SPA Execute Memlab Note memory Execute LeakPair Note memory
(10 Loops) Subject (10 lterations) footprints footprints again

-

Compare before and after footprints

58] > revert[30.58) > acio
2.56) > revert[3 58] > octions
> revertl




Acceptance Evaluation (RQ 2)

_'—#

Compare before

Is heap size or
leak count
reduced?

Yes

and after footprints

Start tracking J5 ed

page-load[30ME](basel ine)[s1] > action-on-page[29.24] > revert[29.2M6] > action-on-page[29.8M8] > revert[29.8ME] > action-on-page[30.5ME] > revert[30.54] > actio )
n-on-page[314&] > revert[3116] » action-on-page[31. 48] ~ revert[31.446] > action-on-page[32M] > revert[3246] > action-on-pagel’
n-page[33.1M8] > revert[33.1M) > action-on-page[33.8ME) > revert[33.8¥8] > action-on-page[34.5¥8] > revert[34.5ME] > action-on-page[35.3ME](target)[s22] > revert[

35. ¥8](Finad[s23)

total time: 6.2nin
Menory usage across all steps:
0.6

Is unknown
leak?

Yes

Submit fix as PR

Clear intervals to avoid detached components and memory leaks #331

3.6
30.7
5.7
0.8
15.8
10.9
5.9
10
113 7 19 21
detect and set JS snapshot engine: V8
Alive objects allocated in target page
Cindex) nane type count | retainedsize
] “Array’ object 's.aug'
1 “HetpErrorResponse’ object 4.2
2 “ZoneTask' object '3.7M"
3 i closure
4 *Detached HTMLAnchor€lement " “native
5 ‘a' ‘object
6 Tview ‘object
7 Detached Coment’ native!
8 LComponentVi ew_NoMenuTtenComponent " ject
9 ysten / Map' object shape
10 LContainer" "object
1 “Object’ "object
12 “Thode" "object
13 “NgIf* object
14 | "LEnbeddedvien_ NoMenuTtenComponent o_1' je
15 *Cos roots’ synthetic
16 “Hetpheaders’ e
17 “Map’ object
18 ‘LVienBlueprint’ Jec
19 *systen / DescriptorArray’ ‘object shape’

+ fiber node size: 0 byte
+ regular fiber node size: 0 byte

- detached fiber node size: O byte
- alternate fiber node size: 0 byte
+ error: 5.3K¢

from Arooba-git:master (5 on Jan 24

Checks 0

Files changed 1

24

sing Facebook's new Memlab tool to detect memory le
yzing the code of react-zoom-pan-pinch, we saw that '
ns are cancelled when the component unmounts. How
als that were causing the memory to leak (screenshots

elements

3179--

jects: 906.2KB--

[6.3M8]

al handles)] (synthetic) @31 [5.7MB]
(internal)---> [Detached HTMLButtonElement] (natiy
ed HTMLDivElement] (native) ©783365 [608 bytes]

ed InternalNode] (native) @207611136 [344 bytes]
ed InternalNode] (native) @945539776 [96 bytes]

ed InternalNode] (native) 937248160 [96 bytes]

ed Attr] (native) @936744192 [96 bytes]

Stort tracking JS hedp

RET

S
O
Lo

Track PR status

page-load[30M] (basel ine)[s1] > action-on-page[29.246] > revert[29.24€] > action-on-page[29.8¥€] > revert[29.845] > action-on-page[30.58] > revert[30.5%6] > actio

n-on-page[3146] > revert{3145] > action-on-page[31.545] > revert[31.4%5] > action-on-page[326] > revert[3246] > action-on-page(3

2.5] > revert[32.5] > action-o

n-page[33.146] > revert[33.1ME] > action-on-page[33.8E] > revert[33.86] > action-on-page[34.5] > revert[34.56] > action-on-page[3s. M) (target)[s22] > revert[

35. MB](Fina[s23]

total time: 6.2nin
Merory usage across all steps:
6

40.

3.6

3.7

25

2.

15.8

10.9

5.9

10

11315 17 1
detect and set JS snapshot engine: V8
Alive objects allocated in target page:
(index) nane type count | retainedsize

0 “Array’ 5. 48"
1 “HetpErrorResponse’ "s.08°
2 *zoneTask '3.78'
3 s 7708°
4 *Detached HTMLAnchorElement “native’ 231. 18
5 ‘a* “object 1978
6 ‘object 82,468
7 *Detached Comment" “native’ 52.9KB
8 *LComponentVien_NoMenul tenComponent 46,208
9 » 45.5K8
10 45,206
1 40,368
12 36866
1B 36.5KB
14 29,968
15 + roots! 22.7¢6
16 “HetpHeaders' 20.4K8"
17 “Map" ‘object’ 19,38
18 ‘Lviewdlueprint’ 15.4KB
19 *system / DescriptorArray® ‘object shape" "14.4k8

+ fiber node size: 0 byte

- alternate fiber node size: 0 byte
- error: 5.3K8
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Correctness Evaluation (RQ 3)

<[>

SPA subject

Ttems. test. js

Snapshot Summary

from 1 test suite.

Test Suites: , 1 total
Tests: , 1 total
Snapshots: 1 total
Time: 0.8895, estimated 1s

Watch Usage

A At

= ‘ /

Run the SPA
Subiject

Note build/

compile time (If available) test cases

Execute test suite Note passing/failing Execute LeakPair

At

Note build/compile
time and test case
results again

Compare before and after test cases results and execution times

N i Version: webpal Version: webpac
TERMINAL : ' L ERMNAL Time: 1639ms Tine: 1639ms
Ttems.test.is Asset  Size Chunks Chunk Names Asset  Size Chunks Chunk Names
stest:d ndex 0 [enitted] 9 0 [enitted] main
chunk {0} index.js (main) 1 MB [e 1 [rendered] chunk {0 ) index.js (main) 1 MB [rendered]
[99] ./~/react/react.js 56 bytes [built (99] ./~/react/react.js 56 bytes {0} [built]
SeapskotiSusatey [114] (webpack)/hot/emitter.js 77 bytes {0} [built] [114] (webpack) /hot/emitter.js 77 bytes {0} [built]
e £ Qi [115] ./main.js 470 bytes {0} [built] [115] ./main.js 470 bytes {0} [built]
. [116] (webpack)-dev-server/client?http://localhost:8080 5.28 kB {0} [built] [116] (webpack)-dev-server/client?http://localhost:8080 5.28 kB {0} [built]
Test Suites: 1 total [117] (webpack)/hot/dev-server.js 1.57 kB {0} [built] [117] (webpack)/hot/dev-server.js 1.57 kB {0} [built
wot : Al [120] ./App.jsx 2.99 kB {0} [built] [120] ./App.jsx 2.99 kB {0} [built]
o gLty [136] ./~/html-entities/index.js 231 bytes {0} [built] [136] ./~/html-entities/index.js 231 bytes [built]
Time: . 0.889s estmated 1s [141] ./~/react-dom/index.js 59 bytes {0} [built] [141] ./~/react-dom/index.js 59 bytes {0} [built
: o [155] . —dom/Uib/ReactDOM. §s 5.14 kB {0} [built] [155] ./~/react-don/Lib/ReactDOM. js 5.14 kB {0} [built]
12511 . -ansi/index.js 161 bytes {0} [built] [251] ./~/strip-ansi/index.js 161 bytes {0} [built]
Watch|Usage [253] (webpack)-dev-server/client/overlay.j [built] [253] (webpack)-dev-server/client/overlay.js 3.6 kB {0} [built]
a [254] (webpack)-dev-server/client/socket.js 856 bytes {0} [built] [254] (webpack)-dev-server/client/socket.js 856 bytes {0} [built]
f [256] (webpack)/hot/log-apply-result.js 1.02 kB {0} [built] [256] (webpack)/hot/log-apply-result.js 1.02 kB {0} [built]
[262] (webpack) /~/node-Libs-browser/~/url/url.js 23.3 kB {0} [built] [262] (webpack) /~/node-Libs-browser/~/url/url.is 23.3 kB {0} [built]
o [264] multi (webpack)-dev-server/client?http://localhost:8080 webpack/hot/dev- [264] multi (webpack)-dev-server/client?http://localhost:8080 webpack/hot/dev—
¥ server ./main.js 52 bytes {0} [bui’ server ./main.js 52 bytes {0} [bui

+ 250 hidden modules
webpack: Compiled successfully.

Enter

webpack:

+ 250 hidden modules
Compiled successfully.
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Effectiveness (RQ 1) oo — o /N
§34- —_— developer\/\
[ - LeakPair
8 of 10 subjects with known leaks had §32' Y \/\
noticeable heap reductions. §30‘
281

7 of 10 subjects with unknown leaks had 2Ii30p It5e;r21tion75:?ep 10.0
significant heap reductions (4 -18%).

_ . —~35 0/ — no patch /\/\
All subjects had memory leak reductions. S —— LeakPair

8325 ~
: ir’ ) (2-30 01
LeakPair’s patches can successfully 530 \/\/\/\/\
I

prevent leaks and reduce heap, 27.51

i i 25 50 7.5 10.0
without leak detection. y Loop lteration Step




Acceptance (RQ 2

Total = 20 pull requests

Agreed = 12 (60%

t+ Merged merged 1 commit into

Merged Approved

Improved

Ignored

Clear intervals to avoid detached components and memory leaks #331

from Arooba-git:master (CJon Jan 24

@ conversation 0 - Commits 1

o Files changed 1
"“ Arooba-git commented on Jan 24 Contributor |+ Reviewses
s
Hello
As part of our project, we are using Facebook's new Memlab tool to detect memory leaks in SPA apy
i the tool and analyzing the code of inch, we saw that your project does a very good job of Assignees
ensuring that all async operations are cancelled when the component unmounts. However, as per Memlab execution results, No one assid
we found some dangling intervals that were causing the memory to leak (screenshots below).
[before] Labels
None yet
Nurber of Traces: 27136 Projects
Sampling Ratio:  18.43% hiena ol

~Similar Leaks in this run: 3179 Mieston
etained size of leaked objects: 906.2KB-- estene

(GC roots)] (synthetic) €3 [6.348]

No mileston
Celement)-—-> [(Global handles)] (synthetic) €31 [5.76]
Cinternal)---> [Detached HTMLButtonE (native) €759855 [964 bytes)
HTMLDiVELement] (native) 6783365 (608 bytes] Developmer
- hed InternalNode] (native) 6207611136 [344 bytes]
hed InternalNode] (native) 6945539776 [96 bytes] —
hed InternalNode] (native) 6937248160 [96 bytes] these lssueq
hed Attr] (native) 6936744192 (96 bytes] None yet

17 Pullrequests 42  (® Actions [[] Projects () Security [~ Insights

9 2

8

eakPair’s patches are accepta
evelopers, with more than half of
atch suggestions being accepted.

ble to

Clear timeouts on component unmount to prevent memory leaks #3

e Merged merged 1 commit into

from Arooba-git:master (L] on Feb 20

) Conversation 2 - Commits 1 Checks 1 Files changed 1
ﬁ Arooba-git commented on Jan 29 Contributor | *+*
Hello 1

As part of our project, we are using Facebook's new Memlab tool to detect memory leaks in SPA applications.

While running the tool and analyzing the code of react-multi-carousel, we saw that your project does a very good job of
ensuring that all async operations are cancelled when the component unmounts. However, as per Memlab execution results,
we found some dangling timers that were causing the memory to leak (screenshots below).

[before]

pee 5,901 » revertUis 0] repine) 7 20 e ooy |
e erere 20,38 octioinTogt L0 E] - roverZ1. 6] 5 ok oL VY 5 revr L1 ) 5 ek LIS 6 o FevrLLA- P aciin-sr sl HE) » rEvertLEd
Y ocetan-on-poge s ) - revert{zE A - acetonon-sgel2e S - reereLo ) - oeeen-on-sagels LI orge 2] + rertLzr 000

o1 » e

otal e i
s uige acros ol staps:
s T A

it chects aliocotd in sarge. page

Grae) o ol retainedsize
W et Fiberbar
: et
7 etochd Kb tnfenark




Correctness (RQ 3)

o Successful build/compilation

e Count of passing/failing test cases of
14 of 14 unchanged

e Execution times before and after
LeakPair execution shared the same
range for all 14 projects.

The patches are non-intrusive; they
neither break functionality, nor incur
execution time delays.
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Summary

Single Page Application Architecture

Client

User Interface

View 1 \

SPA Framework
(Angular/React/Vue..)

Single .html file

reload

View switching without

<template 1>
—H <template 2>
<template 3>

No reload required

HTTP Request for

initial page load

S
AJAX Request for
user query

-—
m

Server
1 =
=
E—— —
=
SPA project  Identify JS file(s)
Database &

Business Logic

E—

Transform to AST

Applying Fix Patterns

e % o
Find leak pattern
matches

B-3-0-i-F

SPA subject  Scenario file
(10 Loops)

Effectiveness Evaluation

o el
wm) LEAKPAIR = -
Runthe SPA  Execute Memlab  Note memory Execute LeakPair Note memory
Subject (10 Iterations) footprints footprints again
\ 'i"y ) vt
Compare before and after
footprints

Effectiveness

o 8 of 10 subjects with known leaks had
noticeable heap reductions

o 7 of 10 subjects with unknown leaks had
significant heap reductions (4 -18%)

o All subjects had memory leak reductions

LeakPair patches can successfully prevent
leaks and reduce heap, without leak detection

wWow oW w
o N & O

NN

- no patch '\/\
—— developer \/\
= LeakPair \/\

Heap Size (MB)

N
©

Heap Size (MB)
w w w
S N U
o U o

N
N
n

N2

Loop Iteration Step

—— no patch /\/\
—— LeakPair
T~

2.5 5.0 7.5 10.0

2.5 5.0 7.5 10.0

Loop lteration Step
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